PGP

o PGP stands for Pretty Good Privacy (PGP) which is invented by

Phil Zimmermann.

o PGP was designed to provide all four aspects of security, i.e.,
privacy, integrity, authentication, and non-repudiation in the
sending of email.

o PGP uses a digital signature (a combination of hashing and
public key encryption) to provide integrity, authentication, and
non-repudiation. PGP wuses a combination of secret key
encryption and public key encryption to provide privacy.
Therefore, we can say that the digital signature uses one hash
function, one secret key, and two private-public key pairs.

o PGP is an open source and freely available software package for
email security.

o PGP provides authentication through the use of Digital
Signature.

o It provides confidentiality through the use of symmetric block
encryption.

o It provides compression by using the ZIP algorithm, and EMAIL
compatibility using the radix-64 encoding scheme.

Following are the steps taken by PGP to create
secure e-mail at the sender site:

o The e-mail message is hashed by using a hashing function to
create a digest.



o The digest is then encrypted to form a signed digest by using the
sender's private key, and then signed digest is added to the
original email message.

o The original message and signed digest are encrypted by using a
one-time secret key created by the sender.

o The secret key is encrypted by using a receiver's public key.

o Both the encrypted secret key and the encrypted combination of
message and digest are sent together.

PGP at the Sender site (A)
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Following are the steps taken to show how PGP uses
hashing and a combination of three keys to generate
the original message:



o The receiver receives the combination of encrypted secret key
and message digest is received.

o The encrypted secret key is decrypted by using the receiver's
private key to get the one-time secret key.

o The secret key is then used to decrypt the combination of
message and digest.

o The digest is decrypted by using the sender's public key, and the
original message is hashed by using a hash function to create a
digest.

o Both the digests are compared if both of them are equal means
that all the aspects of security are preserved.

PGP at the Recelver site (B)
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Disadvantages of PGP Encryption

o The Administration is difficult: The different versions of PGP

complicate the administration.

o Compatibility issues: Both the sender and the receiver must
have compatible versions of PGP. For example, if you encrypt an
email by using PGP with one of the encryption technique, the
receiver has a different version of PGP which cannot read the
data.

o Complexity: PGP is a complex technique. Other security

schemes use symmetric encryption that uses one key or
asymmetric encryption that uses two different keys. PGP uses a
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hybrid approach that implements symmetric encryption with two
keys. PGP is more complex, and it is less familiar than the
traditional symmetric or asymmetric methods.

No Recovery: Computer administrators face the problems of
losing their passwords. In such situations, an administrator
should use a special program to retrieve passwords. For example,
a technician has physical access to a PC which can be used to
retrieve a password. However, PGP does not offer such a special
program for recovery; encryption methods are very strong so, it
does not retrieve the forgotten passwords results in lost
messages or lost files.



What is IP?

Here, IP stands for internet protocol. It is a protocol defined in the TCP/IP model used for
sending the packets from source to destination. The main task of IP is to deliver the packets from
source to the destination based on the IP addresses available in the packet headers. IP defines the
packet structure that hides the data which is to be delivered as well as the addressing method that
labels the datagram with a source and destination information.

An IP protocol provides the connectionless service, which is accompanied by two transport
protocols, i.e., TCP/IP and UDP/IP, so internet protocol is also known as TCP/IP or UDP/IP.

The first version of IP (Internet Protocol) was IPv4. After IPv4, IPv6 came into the market,
which has been increasingly used on the public internet since 2006.
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Pre-Requisite: Types of Internet Protocol

IP Sec (Internet Protocol Security) is an Internet Engineering Task Force
(IETF) standard suite of protocols between two communication points
across the IP network that provide data authentication, integrity, and
confidentiality. It also defines the encrypted, decrypted, and
authenticated packets. The protocols needed for secure key exchange
and key management are defined in it.
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Uses of IP Security

IPsec can be used to do the following things:

. Toencrypt application layer data.

. To provide security for routers sending routing data across the public
internet.

. To provide authentication without encryption, like to authenticate
that the data originates from a known sender.

. To protect network data by setting up circuits using IPsec tunneling
in which all data being sent between the two endpoints is encrypted,
as with a Virtual Private Network(\VVPN) connection.

Components of IP Security
It has the following components:

1. Encapsulating Security Payload (ESP)

2. Authentication Header (AH)

3. Internet Key Exchange (IKE)

1. Encapsulating Security Payload (ESP): It provides data integrity,
encryption, authentication, and anti-replay. It also provides
authentication for payload.

2. Authentication Header (AH): It also provides data integrity,
authentication, and anti-replay and it does not provide encryption. The
anti-replay protection protects against the unauthorized transmission of
packets. It does not protect data confidentiality.

IP Header

3. Internet Key Exchange (IKE): It is a network security protocol
designed to dynamically exchange encryption keys and find a way over
Security Association (SA) between 2 devices. The Security Association
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(SA) establishes shared security attributes between 2 network entities to
support secure communication. The Key Management Protocol
(ISAKMP) and Internet Security Association provides a framework for
authentication and key exchange. ISAKMP tells how the setup of the
Security Associations (SAs) and how direct connections between two
hosts are using IPsec. Internet Key Exchange (IKE) provides message
content protection and also an open frame for implementing standard
algorithms such as SHA and MDS5. The algorithm’s IP sec users produce
a unique identifier for each packet. This identifier then allows a device
to determine whether a packet has been correct or not. Packets that are
not authorized are discarded and not given to the receiver.

Packets in Internet Protocol
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IP Security Architecture

IPSec (IP_Security) architecture uses two protocols to secure the traffic
or data flow. These protocols are ESP (Encapsulation Security Payload)
and AH (Authentication Header). IPSec Architecture includes protocols,
algorithms, DOI, and Key Management. All these components are very
important in order to provide the three main services:

. Confidentiality

. Authenticity

. Integrity
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Working on IP Security

The host checks if the packet should be transmitted using IPsec or
not. This packet traffic triggers the security policy for itself. This is
done when the system sending the packet applies appropriate
encryption. The incoming packets are also checked by the host that
they are encrypted properly or not.

Then IKE Phase 1 starts in which the 2 hosts( using IPsec )
authenticate themselves to each other to start a secure channel. It has
2 modes. The Main mode provides greater security and the
Aggressive mode which enables the host to establish an IPsec circuit
more quickly.

The channel created in the last step is then used to securely negotiate
the way the IP circuit will encrypt data across the IP circuit.

Now, the IKE Phase 2 is conducted over the secure channel in which
the two hosts negotiate the type of cryptographic algorithms to use
on the session and agree on secret keying material to be used with
those algorithms.

Then the data is exchanged across the newly created IPsec encrypted
tunnel. These packets are encrypted and decrypted by the hosts using
IPsec SAs.

When the communication between the hosts is completed or the
session times out then the IPsec tunnel is terminated by discarding
the keys by both hosts.

Features of IPSec
1. Authentication: IPSec provides authentication of IP packets using

digital signatures or shared secrets. This helps ensure that the packets
are not tampered with or forged.

2. Confidentiality: IPSec provides confidentiality by encrypting IP

3.

packets, preventing eavesdropping on the network traffic.
Integrity: IPSec provides integrity by ensuring that IP packets have
not been modified or corrupted during transmission.



Key management: IPSec provides key management services,
including key exchange and key revocation, to ensure that
cryptographic keys are securely managed.

Tunneling: IPSec supports tunneling, allowing IP packets to be
encapsulated within another protocol, such as GRE (Generic Routing
Encapsulation) or L2TP (Layer 2 Tunneling Protocol).

. Flexibility: IPSec can be configured to provide security for a wide

range of network topologies, including point-to-point, site-to-site,
and remote access connections.

. Interoperability: IPSec is an open standard protocol, which means

that it is supported by a wide range of vendors and can be used in
heterogeneous environments.

Advantages of IPSec

1.

Strong security: IPSec provides strong cryptographic security
services that help protect sensitive data and ensure network privacy
and integrity.

Wide compatibility: IPSec is an open standard protocol that is
widely supported by vendors and can be used in heterogeneous
environments.

Flexibility: IPSec can be configured to provide security for a wide
range of network topologies, including point-to-point, site-to-site,
and remote access connections.

Scalability: IPSec can be used to secure large-scale networks and
can be scaled up or down as needed.

. Improved network performance: IPSec can help improve network

performance by reducing network congestion and improving network
efficiency.

Disadvantages of IPSec
1. Configuration complexity: IPSec can be complex to configure and

requires specialized knowledge and skills.

2. Compatibility issues: IPSec can have compatibility issues with

some network devices and applications, which can lead to
interoperability problems.



3. Performance impact: IPSec can impact network performance due to
the overhead of encryption and decryption of IP packets.

4. Key management: IPSec requires effective key management to
ensure the security of the cryptographic keys used for encryption and
authentication.

5. Limited protection: IPSec only provides protection for IP traffic,
and other protocols such as ICMP, DNS, and routing protocols may
still be vulnerable to attacks.

IP SECURITY POLICY

Fundamental to the operation of IPsec is the concept of a security policy applied
to each IP packet that transits from a source to a destination.
IPsec policy is determined primarily by the interaction of two databases, the securi
ty association database (SAD) and the security policy database (SPD). This sec
tion provides an overview of these two databases and then summarizes their use
during IPsec operation. Figure 19.2 illustrates the relevant relationships.

A key concept that appears in both the authentication and confidentiality mecha-
nisms for IP is the security association (SA). Anassociation is a one-way logical con-
nection between a sender and a receiver that affords security services to the traffic
carried on it. If a peer relationship is needed for two-way secure exchange, then two
security associations are required. Security services are afforded to an SA for the
use of AH or ESP, but not both.
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Figure 19.2 IPsec Architecture

A security association is uniquely identified by three parameters.

Security Parameters Index (SP1): A bitstring assigned to this SA and having
local significance only. The SPI is carried in AH and ESP headers to enable the recei
ving system to select the SA under which a received packet will be processed.

IP Destination Address: This is the address of the destination endpoint of the
SA, which may be an end-user system or a network system such as a firewall or
router.

Security Protocol Identifier: This field
from the outer IP header indicates whether the association is an AH or ESP security
association.

Hence, in any IP packet, the security association is uniquely identified by the
Destination Address in the IPv4 or IPv6 header and the SPI in the enclosed exten-
sion header (AH or ESP).

Security Association Database

In each IPsec implementation, there is a nominal2 Security Association Database
that defines the parameters associated with each SA. A security association is nor-
mally defined by the following parameters inan SAD entry.

Security Parameter Index: A 32-bit value selected by the receiving end of an
SA to uniquely identify the SA. In an SAD entry for an outbound SA, the SPI IS
used to construct the packet’s AH or ESP header. In an SAD entry for an
inbound SA, the SPI is used to map traffic to the appropriate SA.



Sequence Number Counter: A 32-bit value used to generate the Sequence
Number field in AH or ESP headers, described in Section 19.3 (required for all
implementations).

Sequence Counter Overflow: A flag indicating whether
overflow of the Sequence Number Counter should generate an auditable event and
prevent
further transmission of packets on this SA (required for all implementations).

Anti-Replay Window: Used to determine whether an inbound AH
or ESP packet is a replay, described in Section 19.3 (required for all implementations
).

AH Information: Authentication algorithm, keys, key lifetimes, and related
parameters being used with AH (required for AH implementations).

ESP Information: Encryption and authentication algorithm, keys, initializa-
tion values, key lifetimes, and related parameters being used with ESP (required
for ESP implementations).

Lifetime of this Security Association: A time interval or byte count after
which an SA must be replaced with a new SA (and new SPIl) or
terminated, plus an indication of which of these actions should occur
(required for all implementations).

IPsec Protocol Mode: Tunnel, transport, or wildcard.

Path MTU: Any observed path maximum transmission unit (maximum
size of a packet that can be transmitted without
fragmentation) and aging variables (required for all implementations).

The key management mechanism that is used to distribute keys is coupledto
the authentication and privacy mechanisms only by way of the Security Parameters
Index (SPI). Hence, authentication and privacy have been specified independent of
any specific key management mechanism.

IPsec provides the user with considerable flexibility in the way in which IPsec
services are applied to IP traffic. As we will see later, SAs can be combined in a
number of ways to yield the desired user configuration. Furthermore, IPsec provides
a high degree of granularity in discriminating between traffic that is afforded IPsec
protection and traffic that is allowed to bypass IPsec, as in the former case relating
IP traffic to specific SAs.



Security Policy Database

The means by which IP traffic is related to specific SAs (or no SA inthe case of traffic
allowed to bypass IPsec) is the nominal Security Policy Database (SPD). In its sim-
plest form, an SPD contains entries, each of which defines a subset of IP traffic and
points to an SA for that traffic. In more complex environments, there may be multiple
entries that potentially relate to a single SA or multiple SAs associated with a single
SPD entry. The reader is referred to the relevant IPsec documents for a full discussion.
Each SPD entry is defined by a set of IP and upper-

layer protocol field values, called selectors. In effect, these selectors are used to filter
outgoing traffic in order to map it into a particular SA. Outbound processing
obeys the following general

sequence for each IP packet.

1. Compare the values of the appropriate fields in the packet (the selector
fields) against the SPD to find a matching SPD entry, which will
point to zero or more SAs.

2. Determine the SA if any for this packet and its associated SPI.

3. Do the required IPsec processing (i.e., AH or ESP processing). The fol
lowing selectors determine an SPD entry:

Remote IP Address: This may be a single IP address, an enumerated list or ra
nge of addresses, or a wildcard (mask) address. The latter two are required to support
more than one destination system sharing the same SA (e.g., behind a firewall).

Local IP Address: This may be a single IP address, an enumerated list or ra
nge of addresses, or a wildcard (mask) address. The latter two are required to sup-
port more than one source system sharing the same SA (e.g., behind a firewall).

Next Layer Protocol: The IP protocol header (IPv4, IPv6, or IPv6 Extensi
on) includes a field (Protocol for IPv4, Next Header for IPv6 or IPv6 Extension)
that designates the protocol operating over IP. This is an individual protocol
number, ANY, or for IPv6 only, OPAQUE. If AH or ESP is used, then this IP
protocol header immediately precedes the AH or ESP header in the packet.



Iable 19.2

Host SPD Example

Protocol | Local IP | Port | Remote IP | Port Action Comment

UDP 1.2.3.101 500 | * 500 BYPASS IKE

ICMP 1.2.3.101 * * o BYPASS Error messages

* 1.2.3.101 ¥ 1.2.3.0/24 * PROTECT: ESP Encrypt intranet traffic
intransport-mode

TCE, 1.2.3.101 * 1.2.4.10 80 PROTECT: ESP Encrypl to server
intransport-mode

TCP 1.23.101 * 1.2.4.10 443 BYPASS TLS: avoid double encryption

- 1.2.3.101 * 1.2.4.0/24 * DISCARD Others in DMZ

® 1.23.101 % * * BYPASS Internet

Name: A user identifier from the operating system. This is not a field in the
IP orupper-layer headers but is available if IPsec is running on the same operat-
Ing system as the user.

Local and Remote Ports: These may be individual TCP or UDP port valu

es, an enumerated list of ports, or a wildcard port.

Table 19.2 provides an example of an SPD on a host system (as opposed toa
network system such as a firewall or router). This table reflects the following config-
uration: A local network configuration consists of two networks. The basic corporate
network configuration has the IP network number 1.2.3.0/24. The local configura-

tion also

includes a secure LAN, often

known as a DMZ,

that is identified as 1.2.4.0/24. The DMZ is protected from both the outside world
and the rest of the corporate LAN by firewalls. The host in this example has the IP
address 1.2.3.10, and it is authorized to connect to the server 1.2.4.10 in the DMZ.

The entries in the SPD should be self-explanatory. For example, UDP port 500 is the
designated port for IKE. Any traffic from the local host to a remote host for
purposes of an IKE exchange bypasses the IPsec processing.

[P Traffic Processing

IPsec is executed on a packet-by-packet basis. When IPsec is implemented, each
outbound IP packet is processed by the IPsec logic before transmission, and each
inbound packet is processed by the IPsec logic after reception and before passing




the packet contents on to the next higher layer (e.g., TCP or UDP). We look at the
logic of these two situations in turn.

OUTBOUND PACKETS Figure 19.3 highlights the main elements of IPsec
processing for outbound traffic. A block of data from a higher layer, such
as TCP, is passed down to the IP layer and an IP packet is formed, consisting of an
IP header and an IP body. Then the following steps occur:

1. IPsec searches the SPD for a match to this packet.

2. If no match is found, then the packet is discarded and an error
message is generated.

Outbound IP packet
(e.g., from TCP or UDP)

No match

found Search

security policy

Match found

PROTECT

Discard > Determine

packet policy /

Match
found

BYPASS No match

found

Search
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Process Internet
(AH/ESP) ey
exchange
'y
Forward
packet via
P
Figure 193 Processing Model for Outbound Packets
1. If a match is found, further processing is determined by the first ma

tching entry in the SPD. If the policy for this packet is DISCARD, then the packet is



discarded. If the policy is BYPASS, then there is no further IPsec processing; the pack
et is forwarded to the network for transmission.

2. If the policy is PROTECT, then a search is made of the SAD for a m
atching entry. If no entry is found, then IKE is invoked to create an SA with the appro-
priate keys and an entry is made in the SA.

3. The matching entry in the SAD determines the processing for this
packet. Either encryption, authentication, or both can be performed,
and either transport or tunnel mode can be used. The packet is then forwarded to
the network fortransmission.

INBOUND PACKETS Figure 19.4 highlights the main elements of IPsec processing
for inbound traffic. An incoming IP packet triggers the IPsec processing. The
following steps occur:

IPsec determines whether this is an unsecured IP packet or one that has ESP or AH
headers/trailers, by examining the IP Protocol field (IPv4) or Next Header
field (IPv6).

Deliver packet
3| to higher layer ([€———
(e.g. TCP, UDP)

Process
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Match
Not No match found
BYPASS found

BYPASS

Search
security policy
database

security association

Inbound IP packet
(from Internet)

Figure 194 Processing Model for Inbound Packets



1. If the packet is unsecured, IPsec searches the SPD for a match to this
packet. If the first matching entry has a policy of BYPASS, the IP header is processed

and stripped off and the packet body is delivered to the next higher layer, such as TCP.

If the first matching entry has a policy of PROTECT or DISCARD, or

If there is no matching entry, the packet is discarded.

2. Fora secured packet, IPsec searches the SAD. If no match is
found, the packet is discarded. Otherwise, IPsec applies the appropriate ESP or AH
processing. Then, the IP header is processed and stripped off and the packet

body is delivered to the next higher layer, such as TCP.
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