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1.Cloud Reference Model 

• Cloud computing reference model is an abstract model that divides a cloud 
computing environment into abstraction layers and cross-layer.  

 

• This reference model divides cloud computing activities and functions into 
three cross-layer functions and five logical layers. 

 

• Each of these layers describes different things that might be present in a 
cloud computing environment, such as computing systems,  

• The five layers are the Physical layer, virtual layer, control layer, 
orchestration layer, and service layer.  

• Interactions Between Actors in Cloud Computing in Cloud Security 
Reference Model 

 

 

 



• Identifies the major actors, their activities and functions in cloud computing.  

• The diagram depicts a generic high-level architecture and is intended to facilitate 
the understanding of the requirements, uses, characteristics and standards of 
cloud computing.  

Fig: Cloud Computing Reference Architecture 



 Table 1 briefly lists the actors defined in the NIST cloud computing reference architecture 



A cloud consumer may request cloud services from a cloud provider directly or via a cloud 
broker.  
A cloud auditor conducts independent audits and may contact the others to collect necessary 
information 

Fig: Interactions between the Actors in Cloud 

Computing  



 A cloud consumer may request service from a cloud broker instead of contacting a cloud 
provider directly. The cloud broker may create a new service by combining multiple services or 
by enhancing an existing service.  
 
Example 1 the actual cloud providers are invisible to the cloud consumer and the cloud consumer 
interacts directly with the cloud broker. 

Fig : Usage Scenario for Cloud Brokers 



Example 2 

A cloud provider participates in and arranges for two unique service level agreements 

(SLAs), one with a cloud carrier (e.g. SLA2) and one with a cloud consumer (e.g. SLA1).  

 

A cloud provider arranges service level agreements (SLAs) with a cloud carrier and may 

request dedicated and encrypted connections to ensure the cloud services are consumed at a 

consistent level according to the contractual obligations with the cloud consumers. 

Fig: Usage Scenario for Cloud Carriers 



Example 3 

A   cloud auditor conducts independent assessments of the operation and security of the cloud 

service implementation.  

 

The audit may involve interactions with both the Cloud Consumer and the Cloud Provider. 

               Fig: Usage Scenario for Cloud Auditors 



                   Cloud Consumer 
 • The end user that the cloud computing service is designed to support is the cloud 

consumer.  

• An individual or corporation with a working relationship with a cloud provider 
and utilizing its services is referred to as a cloud consumer.  

 

• A cloud customer persuses a cloud provider's service catalog, makes the proper 
service request, enters into a service agreement with the cloud provider, and then 
utilizes the service.  

 

• The cloud customer may be charged for the service provided, in which case 
payment arrangements must be made. They need to have a cloud Service Level 
Agreement (SLA).  

 



                                  Cloud provider 

A cloud provider creates the requested software, platforms, and infrastructure 
services, manages the technical infrastructure needed to supply the services, 
provisions the services at agreed-upon service levels, and safeguards the 
services' security and privacy.  

 

 A cloud carrier serves as an intermediary between cloud providers 

and customers, facilitating connectivity and transport of cloud 

services. 

 

 Customers can access the cloud through the network, 

telecommunication, and other access equipment provided by cloud 

carriers.  



                    A cloud auditor  
• A cloud auditor can assess a cloud provider's services in terms of 

performance, service level agreement compliance, privacy 
implications, and security controls.  

 

• An organization called a "Cloud Broker" controls how cloud services 
are used, performed, and delivered and negotiates contracts between 
cloud providers and cloud users.  

 

• The integration of cloud services could become too difficult for cloud 
consumers to handle as cloud computing develops 



                                                 Cloud Brokers  
                                  provide services in three categories: 

• Intermediation: By enhancing a certain feature and offering cloud consumers 
value-added services, a cloud broker improves a given service.  

 

• Aggregation: Several services are combined and integrated into one or more new 
services by a cloud broker.  

 

• Arbitrage: Like service aggregation, service arbitrage differs in that the services 
being integrated or aggregated are not fixed.  



Cloud Computing Architecture 
 • Architecture of cloud computing is the combination of both SOA 

(Service Oriented Architecture) and EDA (Event Driven Architecture). 

  

• The components of cloud computing architecture are Client 
infrastructure, application, service, runtime cloud, storage, 
infrastructure, management and security The cloud architecture is 
divided into 2 parts,  

• Frontend 

• Backend 
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• 1. Frontend 

• Frontend of the cloud architecture refers to the client side of cloud 
computing system. Means it contains all the user interfaces and 
applications which are used by the client to access the cloud computing 
services/resources.  

• For example, use of a web browser to access the cloud platform. 

• 2. Backend 

• Backend refers to the cloud itself which is used by the service provider.  

• It contains the resources as well as manages the resources and provides 
security mechanisms.  

• Along with this, it includes huge storage, virtual applications, virtual 
machines, traffic control mechanisms, deployment models, etc. 

 



Components of Cloud Computing Architecture 
 • Client Infrastructure – It is a part of the frontend component. It contains the 

applications and user interfaces which are required to access the cloud platform. In 
other words, it provides a GUI( Graphical User Interface ) to interact with the 
cloud. 

• Application :It is a part of backend component that refers to a software or 
platform to which client accesses. Means it provides the service in backend as per 
the client requirement. 

• Service: in backend  It refers to the major three types of cloud based services 
like SaaS, PaaS and IaaS. Also manages which type of service the user accesses. 

• Runtime Cloud: in backend  It provides the execution and Runtime 
platform/environment to the Virtual machine. 

• Storage:  in backend  It provides flexible and scalable storage service and 
management of stored data. 

• Infrastructure: Cloud Infrastructure in backend refers to the hardware and 
software components of cloud like it includes servers, storage, network devices, 
virtualization software etc 
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• Management:  in backend  It refers to management of backend components like 

application, service, runtime cloud, storage, infrastructure, and other security 
mechanisms etc. 

• Security:  It refers to implementation of different security mechanisms in the 
backend for secure cloud resources, systems, files, and infrastructure to end-users. 

• Internet: It acts as the medium or a bridge between frontend and backend and 
establishes the interaction and communication between frontend and backend. 

• Database:  In backend  It refers to provide database for storing structured data, 
such as SQL and NOSQL databases. Example of Databases services include 
Amazon RDS, Microsoft Azure SQL database and Google CLoud SQL.   

• Networking:  in backend services that provide networking infrastructure for 
application in the cloud, such as load balancing, DNS and virtual private 
networks.  

• Analytics:  in backend service that provides analytics capabilities for data in the 
cloud, such as warehousing, business intelligence and machine learning. 

 



Benefits of Cloud Computing Architecture 
 • Makes overall cloud computing system simpler. 

• Improves data processing requirements. 

• Helps in providing high security. 

• Makes it more modularized. 

• Results in better disaster recovery. 

• Gives good user accessibility. 

• Reduces IT operating costs. 

• Provides high level reliability. 

• Scalability. 

 



 

 

                        

   DELIVERY MODELS  

 

1.Software As a Service 

2.Platform As a Service 

3.Infrastructure As a Service 
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Cloud Computing Services Classification 



      1.Infrastructure as service  

• IT infrastructure and provides a more secure environment where executing 
third party applications.  

• From the perspective of the customer, it reduces the administration and 
maintenance cost as well as the capital costs allocated to purchase 
hardware.  

• At the same time, users can take advantage of the full customization offered 
by virtualization to deploy their infrastructure in the cloud and  virtual 
machines come with only the selected operating system installed 



          Infrastructure-as-a-Service reference implementation 



Infrastructure-as-a-Service reference implementation 

• illustrated in Figure above have three primary layers: the physical 
infrastructure, the software management infrastructure, and the user 
interface.  

• The user interface, often based on Web 2.0 technologies, grants 
access to services exposed by the underlying infrastructure.  

 

• The software management layer, crucial for IaaS functionality, 
includes components for virtual machine management, pricing, 
billing, monitoring, reservation, SLA management, VM repository, 
and VM pool management.  

• . 



        2. Platform as a service 

• Platform-as-a-Service (PaaS) is a pivotal layer in cloud computing, focusing on 
application management.  

• PaaS implementations furnish developers with runtime environments, 
automating the deployment, configuration, and scaling of applications without 
exposing the underlying infrastructure.  

• User interfaces, presented through web-based interfaces or APIs, facilitate 
programming and application deployment. 

• Including web-based interfaces, visual programming, and programming 
language-based approaches like Java, .NET, Python, or Ruby.  

• Some PaaS providers deliver integrated development environments, while 
others offer object models or programming language-based frameworks. 

 



        Platform as a service  





Cond… 

• In above table PaaS-I, PaaS-II, and PaaS-III. The first category identifies 
PaaS implementations that completely follow the cloud computing style 
for application development and deployment.  

• Google AppEngine is the most popular product in this category, in this 
case developers design and create their applications with the traditional 
methods. 

• It helps management reduce the risk of ever-changing technologies by 
offloading the cost of upgrading the technology to the PaaS provider. 

• PaaS solutions reduce costs across development, deployment and 
management. 

 



3.Software as a service  

• The SaaS model is appealing for applications serving a wide range of users and 
that can be adapted to specific needs with little further customization.  

 

• This requirement characterizes SaaS as a “one-to-many” software delivery model, 
whereby an application is shared across multiple users. This is the case of CRM3 
and ERP4 applications. 

• The SaaS approach introduces a more flexible way of delivering application ser 
vices that are fully customizable by the user 

• SaaS applications comprises social networking applications such as Facebook and 
professional networking sites such as LinkedIn.  

• providing the basic features of networking, they allow incorporating and 
extending their capabilities by integrating third-party applications 





     5.Types of cloud /Deployment Models                  

 

•Public cloud 

•Private cloud  

•Hybrid cloud  

•Community cloud  
 



         Public cloud  
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Public clouds are owned by cloud service providers who charge for the use 
of cloud resources. 

Basic characteristics:- Homogeneous infrastructure, Common policies- 
Shared resources and multi-tenancy- Leased or rented infrastructure-
Economies of scale  

•AWS/EC2 (Amazon)  

•Azure (Microsoft)  

•Google Cloud Platform.  

•Rackspace. 



                             Advantages of the Public Cloud Model 

• Minimal Investment: Because it is a pay-per-use service, there is no 
substantial upfront fee, making it excellent for enterprises that require 
immediate access to resources. 

• No setup cost: The entire infrastructure is fully subsidized by the cloud 
service providers, thus there is no need to set up any hardware. 

• Infrastructure Management is not required: Using the public cloud does 
not necessitate infrastructure management. 

• No maintenance: The maintenance work is done by the service provider 
(not users). 

• Dynamic Scalability: To fulfill your company’s needs, on-demand 
resources are accessible.  

 



                           Private cloud  

• The private cloud deployment model is the exact opposite of the public cloud 
deployment model. It’s a one-on-one environment for a single user (customer).  

• There is no need to share your hardware with anyone else. 

•  The distinction between private and public clouds is in how you handle all of the 
hardware. It is also called the “internal cloud” & it refers to the ability to access 
systems and services within a given border or organization.  

 

• The cloud platform is implemented in a cloud-based secure environment that is 
protected by powerful firewalls and under the supervision of an organization’s IT 
department 
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                            Advantages of the Private Cloud Model 

• Better Control: You are the sole owner of the property. You gain complete 
command over service integration, IT operations, policies, and user 
behavior.  

• Data Security and Privacy: It’s suitable for storing corporate information 
to which only authorized staff have access. By segmenting resources 
within the same infrastructure, improved access and security can be 
achieved. 

• Supports Legacy Systems: This approach is designed to work with legacy 
systems that are unable to access the public cloud.  

• Customization: Unlike a public cloud deployment, a private cloud allows 
a company to tailor its solution to meet its specific needs. 

 



                              Hybrid cloud  

• bridging the public and private worlds with a layer of proprietary software, hybrid 
cloud computing gives the best of both worlds.  

• With a hybrid solution, you may host the app in a safe environment while taking 
advantage of the public cloud’s cost saving 

• It is a heterogeneous distributed system resulting from a private cloud that integrates 
additional services or resources from one or more public clouds. For this reason they 
are also called heterogeneous clouds. 

 



                             Advantages of the Hybrid Cloud Model 

• Flexibility and control: Businesses with more flexibility can design 
personalized solutions that meet their particular needs. 

• Cost: Because public clouds provide scalability, you’ll only be responsible 
for paying for the extra capacity if you require it. 

• Security: Because data is properly separated, the chances of data theft by 
attackers are considerably reduced.  

• Disadvantages of the Hybrid Cloud Model 

• Difficult to manage: Hybrid clouds are difficult to manage as it is a 
combination of both public and private cloud. So, it is complex. 

• Slow data transmission: Data transmission in the hybrid cloud takes place 
through the public cloud so latency occurs. 

 



                                  Community cloud  

• It allows systems and services to be accessible by a group of organizations.  

• It is a distributed system that is created by integrating the services of different 
clouds to address the specific needs of a community, industry, or business. 

•  The infrastructure of the community could be shared between the organization 
which has shared concerns  



                           Advantages of the Community Cloud Model 

• Cost Effective: It is cost-effective because the cloud is shared by multiple 
organizations or communities. 

• Security: Community cloud provides better security. 

• Shared resources: It allows you to share resources, infrastructure, etc. 
with multiple organizations. 

• Collaboration and data sharing: It is suitable for both collaboration and 
data sharing 

 



                       

 

                  Thank you  
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